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 In this rapidly developing era, the existence of the internet is not 
only for learning media, but can also be used as a promising source 
of income in today's era. In addition, the internet can also be used 
as a means of getting convenience in buying and selling 
transactions, because the ease of access to the internet today makes 
it very easy for people to make online transactions, besides being 
easy, this is considered more practical, especially during a 
pandemic that never ends like today. The rise of online shopping 
has resulted in new problems arising in the field of consumer 
protection law. One of the issues that need attention is the 
protection of personal data of consumers who carry out online 
shopping activities. The intended personal data such as family card 
numbers. 

   

 

1. Introduction 

In this rapidly developing era, the existence of the internet is not only for 

learning media, but can also be used as a promising source of income in 

today's era. In addition, the internet can also be used as a means to get 

convenience in buying and selling transactions, because the ease of access 

to the internet today makes it very easy for people to make online 

transactions, besides being easy, this is also considered more practical, 

especially during a pandemic that never ends like now. 

 
People prefer and choose the online shopping option, apart from 

saving energy, online shopping is also very easy and has a wide reach. So 

whatever goods people need are all available in full at online sales stalls. 

Recently, online shopping has become more popular with the public than 

shopping at traditional markets. Online shopping makes it very easy for 
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consumers to make buying and selling transactions, because in online 

shopping sellers and buyers do not have to meet in person to make buying 

and selling transactions. This makes it very easy for people to fulfill their 

needs through online shopping. With this convenience and practicality, 

people's interest in shopping online is greater than shopping at traditional 

markets.The presence of e-commerce provides extraordinary comfort to 

consumers, because consumers do not need to leave the house to shop 

besides that the choice of goods/services also varies with relatively lower 

prices. This is a challenge that is both positive and negative. It is said to be 

positive because these conditions can provide benefits for consumers to freely 

choose the goods/services they want. Consumers have the freedom to 

determine the type and quality of goods/services according to their needs. 

It is said to be negative because these conditions cause the consumer's 

position to be weaker than that of the business actor which can result in 

disappointment and loss.1 

The rise of online shopping has resulted in the emergence of new 

problems in the field of consumer protection law. One of the issues that 

need attention is the protection of personal data of consumers who carry 

out online shopping activities. The intended personal data includes family 

card numbers, identity cards, identity card numbers and birth mother's 

names, mobile phone numbers, photos of yourself holding identity cards, 

emails and bank account numbers.2 

 

2. Research Method 
The method I use in this research is normative juridical. The 

normative juridical approach is an approach that is carried out based on the 

main legal material by examining the theories, concepts, legal principles 

and laws and regulations related to this research. Normative legal research 

essentially examines laws that are conceptualized as norms or rules that 

apply in society, and become a reference for everyone's behavior. According 

to Soerjono Soekamto and Sri Mamudji, normative legal research is legal 

 
1 Happy Susanto,Consumer Rights If Aggrieved, Vision Media, Yogyakarta, 2008, p. 3 
2 Chodijah Febriani, Must Know, This is Personal Data that Must Be Protected in the Digital 
Space,https://www.industry.co.id/read/89840/wajib-diketahui-ini-data-privadi-yang-harus-dilindungi- di-
ruang-digital(Accessed on Sunday, September 26, 2021) 
 

https://www.industry.co.id/read/89840/wajib-diketahui-ini-data-pribadi-yang-harus-dilindungi-di-ruang-digital
https://www.industry.co.id/read/89840/wajib-diketahui-ini-data-pribadi-yang-harus-dilindungi-di-ruang-digital
https://www.industry.co.id/read/89840/wajib-diketahui-ini-data-pribadi-yang-harus-dilindungi-di-ruang-digital
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research conducted by examining literature or secondary data.3 

 

3. Results and Discussion 
a. Legal Protection for E-commerce users who experience Personal Data Leakage 

As with the description regarding the regulation and protection of 

personal data in various countries, it is only natural that the Indonesian 

state compares the law in handling data misuse as a perfect form of crime 

from a cyber law perspective and studies it thoroughly. Article 28 G of the 

1945 Constitution stipulates that everyone has the right to protection for 

himself, his family, honor, dignity and property under his control and has 

the right to feel safe and protected from threats of fear. In Article 26 of the 

ITE Law it is stated that the use of personal data through electronic media 

must be based on the consent of the person concerned, and losses arising 

from misuse of personal data can take non-litigation channels through 

deliberations, taking the litigation route either through a lawsuit in court as 

an effort to file for compensation. Article 26 of the Law on Information and 

Electronic Transactions in its explanation states that one of the rights 

possessed by a person is the protection of his personal data, while in the 

Government Regulation concerning System Operators and Electronic 

Transactions Number 82 of 2012 it is stated that certain individual data stored 

, treated and guarded truth and protected confidentiality. The Law on 

Information and Electronic Transactions has regulated data protection 

including wiretapping, where wiretapping is an act that may not be carried 

out, not belonging to groups that have the right to do so in the context of 

legal action. If seen from the explanation of Article 26 of the Law on 

Information and Electronic Transactions, there is a weakness, namely there 

is no legal protection for the owner of the data used by the organizers or 

service providers with the aim of making a profit. 

These weaknesses are things that must be corrected for the realization of 

legal objectives, namely maintaining and ensuring order and order, 

therefore it is necessary to reformulate existing legal norms. 6/PUU-

VIII/2010 and Number 006/PUU-I/2003 which stated their views 

regarding the protection of privacy that must be protected by the state. 

 
3 Soerjono Soekanto and Sri Mamudji, Normative Legal Research, A Brief Overview, (Jakarta: Raja Grafindo 
Persada, 2003), p. 13. 
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However, in terms of legal interests, these rights can be reduced as long as it 

is through a mechanism regulated in the law. 24 of 2013 concerning 

Population Administration states that personal data that must be 

safeguarded is information regarding special records of a person's 

characteristics. 24 of 2013 concerning Population Administration states that 

there are criminal sanctions for violators as intended, because there is a 

criminal element in it, then the provisions contained in Law no. 8 of 1997 

concerning Company Data explains, that company documents are data, 

notes and or information made and or received by companies in the context 

of carrying out their activities, whether written on paper or other means or 

recorded in any form that can be seen, read or heard. The Central National 

Archives and the Regional National Archives are required to store, maintain 

and save archives originating from private bodies and/or individuals. 

Banking explained that bank secrecy is everything with information 

about depositors and their deposits. 18/22/DKSP dated 27 September 2016 

concerning the Implementation of Digital Financial Services regulates the 

implementation of digital financial services for Banks and Non-Banks, a 

cooperation agreement between digital financial service providers and agents 

stating that all data obtained from digital financial institution agents must be 

kept confidential by organizer of the digital financial institution. At present 

Indonesia also has a Personal Data Protection Bill, with the aim of combining 

privacy regulations on scattered personal data into a separate law with the 

aim of providing boundaries between rights and obligations regarding the 

acquisition and use of personal data. Pursuant to Article 32 which states 

that in efforts to resolve disputes through deliberation or through other 

alternative settlement efforts, they have not been able to resolve disputes 

over failures to protect the confidentiality of personal data, each owner of 

personal data and the operation of an electronic system can file a lawsuit 

over a failure to protect confidential personal data. From the provisions 

contained in the Draft Law on Personal Data Protection, the researcher 

believes that reformulation is necessary regarding the legal norms contained in 

the form of its articles, because the provisions stipulated in the Draft Law on 

Personal Data Protection are seen as too bureaucratic and the process to obtain 

legal certainty will be very long, convoluted and uncertain. In Indonesia, 
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legal protection for personal data is still considered not optimal, this can be 

seen from the fact that there is still a lot of misuse of personal data without 

the knowledge of the owner due to the lack of strict security and 

supervision from data users. 

Therefore, if the consumer can prove that there has been a sale and 

purchase of data or the service owner leaked the data causing harm to the 

data owner as a consumer, then the consumer has the right to sue legally 

and ask for compensation for the losses it has caused. Regarding legal 

protection the use of personal data is inseparable from the obstacles that 

will be faced, for example difficulties in tracking down the main 

perpetrators and proving them, difficulties in handling them, and others. 

Boelewoekli is of the view that the direct involvement of the government 

and the law in matters of personal data is something that is needed, 

especially in resolving disputes that arise in the field of telematics. 

 
b. Legal Remedies That Can Be Taken When Personal Data of E-commerce 

Users Experiencing Data Leakage 

The rise of data leak cases in Indonesia shows the weakness of personal 

data protection in this country. Even among hackers, sites belonging to the 

Indonesian government are known to be easily broken into. This personal data 

contains a set of information related to a person's identity. Leakage of personal 

data such as identity card numbers, family card numbers, birth mother's name 

and address, to e-mails that could be misused by irresponsible parties to 

commit crimes. This personal data leak is the result of the Indonesian 

government's weak cyber security. Not only that, the absence of regulations 

that regulate and protect can also be the cause of rampant theft of personal 

data. Meanwhile, the National Cyber and Crypto Agency was officially formed 

since the enactment of Presidential Decree Number 53 of 2017 concerning the 

National Cyber and Crypto Agency, on May 19 2017. Under this regulation, 

the National Cyber and Crypto Agency was formed by considering that the 

cyber security sector is one of the government sectors. which need to be 

encouraged and strengthened as an effort to improve the national economy 

and realize national security. The establishment of the National Cyber and 

Crypto Agency is an effort to organize the National Crypto Agency to 

become the National Cyber and Crypto Agency in order to ensure the 
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implementation of government policies and programs in the field of cyber 

security. Cyberspace crimes or what is known as cybercrime include 

identity and data theft, account hijacking Components of legal culture In 

terms of legal consequences related to administrative data protection, apart 

from administrative sanctions, there are also civil law consequences for 

perpetrators of data abuse. Civil lawsuits for misuse of personal data are 

intended to be a form of compensation for legal abuse. Civil lawsuits are 

based on an element of error, this is regulated in Article 1365 Burgelik 

Wetboek. This civil lawsuit rests on two things, violating the law and 

wrongdoing. People who cause harm to other people can be sued as long as 

the loss is the result of a violation of norms and the perpetrator can be 

regretted for violating these norms. 

 

4. Conclusion 
From the results of the discussion above, it can be concluded that 

currently Indonesia is still very concerned about the protection of personal 

data of e-commerce users because there is no law that specifically, clearly 

and clearly regulates the protection of personal data. There are several laws 

and regulations in Indonesia that regulate the protection of personal data, 

but these have not been able to provide sufficient protection for the 

personal data of consumers who use e-commerce. Basically the protection 

of personal data has been regulated in the Regulation of the Minister of 

Communication and Informatics Number 20 of 2016, but the repressive 

legal protection in this regulation cannot yet provide sufficient protection, 

because this regulation does not yet have sufficient sanctions to stop or 

minimize the crime of leaking personal data of e-commerce users, only 

administrative sanctions exist, and there are no criminal sanctions as 

ultimum remedium. Indonesia still really needs a regulation that specifically 

and clearly regulates the protection of personal data of e-commerce users in 

the form of a law. the existence of more specific and strict regulations can 

suppress the crime of leaking personal data of e-commerce users carried 

out by irresponsible individuals who take actions that are detrimental and 

violate the protection of personal data. Because the existence of strict and 

clear regulations will create comfort and a sense of security for consumers 

in conducting online shopping activities and in this way can increase 

electronic economic activities in Indonesia. 
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